PRIVACY IMPACT ASSESSMENT (PIA)
For the

Defense Injury & Unemployment Compensation System (DIUCS)

Defense Manpower Data Center R

SECTION 1: 1S A PIA REQUIRED?

a. Will this Department of Defense (DoD} information system or electronic collection of
information (referred fo as an "electronic collection™ for the purpose of this form) collect,
maintain, use, and/or disseminate Pl about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the chmces below. (Choose (3) for foreign nationals).

[7 (1) Yes, from members of the general public.
X (2) Yes, from Federal personnel* and/or Federal contractors.

[7 (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
CI (4) No |

" * "Federal personnel” are referred o in the DoD IT Portfolio Repository (BITPR) as "Federal employees.”

b. ¥ "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION -

a. Why is this PiA being created or updated? Choose one:

Il  Mew DoD Information System ] New Electronic Collection

<] Existing DoD Information System ] Existing Electronic Collection

M Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protoce!
Router Network {(SIPRNET) IT Registry?

3¢ Yes, DITPR Enter DITPR System ldentification Number 8853

] Yes, SIPRNET Enter SIPRNET ldentification Number

e NG

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

i Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN s required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is refrieved by narme or other unigue identifier. PIA and Privacy Act SORN
information should be consistent. ' '

Yes M No
If "Yes,” enter Privacy Act SORN Identifier DMDC 27 DoD

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  hitp:/iwww.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office

Gonsult the Component Privacy Office for this date. Fft.e.nc.ilng
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format. :

i Yes

Enter OMB Control Number

Enter Expiration Date

B ~ No
f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the coliection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existi‘ng Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain

andfor disseminate Pll. (If multiple authorities are cited, provide all that apply.)

) Whenever possible, Gits the specific provisions of the statute andior £O that authorizes
the operation of the system and the collection of PIL.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of autherity (“internal

housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

5 U.8.C. Chapter 81, Compensation for Work Injuries; 10 U.5.C. 1386, Under Secretary of Defense for
Personnel and Readiness; DoD Instruction {DoDI) 1400.25-v810, DoD Civilian Personnel Management
System: Injury Compensation; Dol 1400.25-V850, DoD Civilian Personnel Management System:
Unemployment Compensation; and E.O. 9397 (SSN), as amended:
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

To manage Federal Employee Compensation Act (FECA) claims seeking monetary, medical, and similar
benefits for injuries or deaths sustained while performing assigned duties.

Records are maintained for the purpose of auditing the State itemized listings of unemployment
compensation charges, identifying erroneous charges and requesting credits from the State Employment
Security Agencies (SESA), and tracking the charges to ensure that credits are received from the appropriate
State jurisdictions.

Categories of records in the system: Name, Social Security Number (SSN), claim number, date of birth,
gender, home phone number, home address, component, occupation, assignment and duty location
information, wages, benefits, entitlement data necessary to injury and unemployment claim management,
Department of Labor/Office of Workers Compensation Programs (DOL/OWCP) claim status, authorization for
medical care, related DoD personnel records such as, timekeeping and payroll data, reports descriptive of
the incident and extent of injury for use in DOL/OWCP adjudication of the claim, reports related to payment
of benefits through SESA offices, State where the claim for unemployment compensation was filed and
approximate date filed with the SESA,

(2) Briefly describe the privacy risks associated W|th the Pl collected and how these rtsks are

auuressed to safeguard privacy.

Records are mamtalned in a controlled facmty PhySICal entry is restncted by the use of Iocks and is
accessible only to authorized personnel. Access is limited to individuals who have been given an account.
Users go through a vetting process to determine need-to-know to perform duties. Individuals are only given
access 1o data that is needed to perform their duties. Users can only gain access once an account is created
for them and they register their Common Access Card (CAC) with a valid Public Key Infrastructure {PKI)
certificate. Once the account is created and the CAC registered, system access is granted through their
CAC.

DoD iD Nurnber data transfer between DOL and DCPAS is sent/received in a secured format using Connect;
Direct Secure FTP. DOL Weekly, Monthly and Quarterly data is accessed through DOL's server using
Connect:Direct Secure FTP.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

B4 Within the DoD Component.

Specify. Agency employeses tasked with assisting and advising individuals tasked with
management of the FECA claims.

B4 Other Dob Components.

Specify, Agency employees tasked with the management of the FECA claims, for the
purpose of billing verification, administration of the agency's responsibilities
under the FECA, answer questions about the status of the claim, or to
consider rehire, retention or other actions the agency may be required to fake
with regard to the claim.

X Other Federal Agencies.
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Specify. Office of Personnel Management, Department of Labor and Sccial Security
Administraticn

[l State and Local Agencies.

Speciy. | o _ |
[T Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. i | |
[l Other (e.g., commercial providers, .colleges). .

Specify. I . ' l

i. Do individuals have the opportunity to object to the collection of their PII?
Yes [] Neo

(1) If "Yes," describe method by which individuals can object to the collection of PIL.

Individuals may object to the collection of their Pll, however, failure to disclose all requested information may
delay the processing of the claim or the payment of benefits, or may result in an unfavorable decision or

reduced-level- of benef ts. -

(2) If "No," state the reason why individuals cannot object.

j. Do individuals have the opportunity to consent to the specific uses of their PII?

B4 Yes [l Ne

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

Individuals may object to the collection of their Pll, however, failure to disclosure ali requested information
may delay the processing of the claim or the payment of benefits, or may result in an unfavorable deCISIon or
reduced leve! of benefits.

Per the Privacy Act statement listed on the Department of Labor's claim forms, which is an integral part of
the DIUCS system, disclosure of the claimant's SSN is mandatory.
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(2) If "No," state the reason why individuals cannot give or withhold their consent.

k. What information is provided to an individual when asked to provide Pll data? [ndicate all that

apply.
X]  Privacy Act Statement 1 Privacy Advisory
"] Other ] None
Describe |In accordance with the Privacy Act of 1974, as amended (5 U.5.C. 552a), you are hereby notified
each that: (1} The Federal Employees’ Compensation Act, as amended and extended (5 U.S.C. 8101, et
applicable |seq.) (FECAY} is administered by the Office of Workers' Compensation Programs of the U.S.
format. Department of Labor, which receives and maintains personal information on claimants and their

NOTE:

~{immediate families- (2) Information which the-Office has will be used-to-determine-eligibility for and----}-
==-ithe-amount-of benefits:payable-under-the FECA -and:may-be:verified-through-compadtermatches or=+

other appropriate means. (3} Information may be given to the Federal agency which employed the
claimant at the time of injury in order to verify statements made, answer questions concerning the
status of the claim, verify billing, and to consider issues relating to retention, rehire, or other relevant
matters. (4} Information may also be given to other Federal agencies, other government entities, and
to private-sector agencies and/or employers as part of rehabilitative and other return-to-work
programs and services. (5) Information may be disclosed to physicians and other health care
providers for use in providing treatment or medical/vocational rehabilitation, making evaluations for
the Office, and for other purposes related to the medical management of the claim. (8) Information
may be given o Federal, state and local agencies for law enforcement purposes, to obtain
information relevant to a decision under the FECA, to determine whether benefits are being paid
properly, including whether prohibited dual payments are being made, and, where appropriate, to
pursue salary/administrative offset and debt collection actions required or permitted by the FECA and/
or the Debt Collection Act. (7} Disclosure of the claimant's social security number (SSN) or tax
identifying number (TIN) on this form is mandatory. The SSN and/or TIN, and other information
maintained by the Office, may be used for identification, to support debt collection efforts carried on
by the Federal government, and for other purposes required or authorized by law. (8) Failure to
disclose all requested information may delay the processing.

Note: This notice applies to all forms requesting information that you might receive from the Office in
connection with the managing and adjudication of the claim you filed under the FECA.

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they> contain information that
would reveal sensitive information or raise security concerns.
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